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INSTRUCTIONS

There are three questions in this assessment, on the topics of:
o Artificial intelligence (page 3)

o Computer security (page 9)

. Encryption (page 15).

Choose only ONE question to answer. Note that parts (c), (d), and (e) of the question include
options for you to choose from.

Read all parts of your chosen question before you begin. Do not repeat information in different parts
of the assessment.
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EITHER: QUESTION ONE: Artificial intelligence
(@) (i) Choose one of the following companies:

. Apple

o Microsoft

. Amazon

o Google (including Waymo)
o Meta (including Facebook)
o Tencent (WeChat)

o ByteDance (TikTok)

Company:

(i)  How does this company use artificial intelligence?

(iii)  What are at least TWO advantages of this company using artificial intelligence?
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Refer to the Countdown chatbot interactions below in your answer to part (b). Your answer must be
based only on what you see in the screenshots; you may not access the internet.

(b) (i) How effective is this chatbot in performing the task it was designed for?

(i)  Describe at least one technique used by the chatbot.
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Choose ONE of the following to answer:

. What factors need to be considered to train the Al in a self-driving car?
OR
. Give an example of how an artificial intelligence is evaluated.

Choice (copy and paste below)

Response
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(d) Choose ONE of the following to answer:

. How can the impact of human factors be considered when developing artificial intelligence for
self-driving cars?
OR

. What are the potential positives of future-proofing an artificial intelligence?

Choice (copy and paste below)

Response
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(e) Choose ONE of the following to answer:

. Many smaller businesses do not have an online solution that includes artificial intelligence.
Explain the advantages and disadvantages of this.

OR

. Refer to the company you discussed in part (a). Explain some key issues your chosen
company faces in developing artificial intelligence solutions for the products they create.

Choice (copy and paste below)

Response
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OR: QUESTION TWO: Computer security
(@) (i) Choose one of the following companies:

. Apple

o Microsoft

. Amazon

o Google (including Waymo)
o Meta (including Facebook)
o Tencent (WeChat)

o ByteDance (TikTok)

Company:

(i)  What issues does this company face to protect the security of its users?

(iii)  What are TWO steps this company has taken to deal with these issues and protect its users?
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Refer to the email below in your answer to part (b). Your answer must be based only on what you see in
the screenshot; you may not access the internet.

From: facebook@freeemail.com
To: jakematerich12345@nzmail.com

Dear jakematerich12345

FACEBOOK ANNUAL FEE

Your Facebook fees are overdue and your account will be DELETED very very soon

We at FacBook have previously contacted you. This is your FINAL not ice. FIX IT NOW

If you do not use Facebook anymore you must pay a fee to close your account. If you Do NOt all information including bithdays, password
etc etc will not be protected and can be seen by anyone who wants to knoe

Make sure you protect yourselves by clicking on this link NOW. This will take you to a special secret Facebok server that has many many
layers of protection to keep you safe

The annual fee is $99USDollars. If you want to seculey close your Twitter account then it will cost $149USD Dollars

We are disappointed you have not already paid this fee and you must PAY it NOW to keep your facebook account open and to protect all
your really really confidential data

Pay now by clunking on the link to demostate what an intelligent person you are

Jo Santa
kooxda ammaanka buugaagta

(b) (i) Discuss the warning signs that this email may not be genuine.

(i)  Explain what actions should be taken in response to receiving this email.
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Choose ONE of the following to answer:

. What are the main reasons organisations require their clients to use
two-factor authentication?

OR
° What is reCAPTCHA, and how does it help limit criminal activity?

Choice (copy and paste below)

Response
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(d) Choose ONE of the following to answer:

. How can an organisation protect against the impact of human factors with computer security?
OR
o What can be done to future-proof computer security against unknown threats?

Choice (copy and paste below)

Response
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(e) Choose ONE of the following to answer:

. What advice would you give to a young person to protect themselves and their computer
when going online for the first time? Explain the reasons for your advice.

OR

. Refer to the company you discussed in part (a). Your chosen company has considerable
data on their clients and their habits. Explain the risks to the clients in the ways the company
may choose to make use of this data.

Choice (copy and paste below)

Response

Digital Technologies and Hangarau Matihiko 91898B, 2023 — Page 13 of 19



SchoolCode-YourNSN-91898

This page has been deliberately left blank.

Digital Technologies and Hangarau Matihiko 91898B, 2023 — Page 14 of 19



SchoolCode-YourNSN-91898

OR: QUESTION THREE: Encryption
(@) (i) Choose one of the following companies:

. Apple

. Microsoft

. Amazon

o Google (including Waymo)
o Meta (including Facebook)
o Tencent (WeChat)

o ByteDance (TikTok)

Company:

(i)  How does this company use encryption?

(i)  What are at least TWO advantages of this company using encryption?
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Refer to the random password generator below in your answer to part (b). Your answer must be based
only on what you see in the screenshot; you may not access the internet.

(b) (i) What are the advantages and disadvantages of using a password generator?

(i) Isita good idea to use these settings to generate different passwords for all accounts?
Explain why or why not.
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Choose ONE of the following to answer:

. Explain what HTTPS is and why it is recommended instead of HTTP.
OR

. Explain the difference between how encryption works on passwords compared to how it
works on private / public keys.

Choice (copy and paste below)

Response
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(d) Choose ONE of the following to answer:

° After an organisation has a data breach, how can it future-proof to reduce the impact?
OR

o What are the human factors an organisation must consider when it closes down and has a
large amount of customer data?

Choice (copy and paste below)

Response
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(e) Choose ONE of the following to answer:

. Criminal activity on the internet is increasing, with many individuals and organisations losing
large amounts of money. Explain what can be done to combat this problem.

OR
. Explain a major development in computer encryption and why it is important.

Choice (copy and paste below)

Response

Digital Technologies and Hangarau Matihiko 91898B, 2023 — Page 19 of 19





