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There are two questions in this assessment. Choose ONE question to answer.

You should aim to write 800—1,500 words in total.
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INSTRUCTIONS

There are two questions in this assessment, on the topics of:
o artificial intelligence (Al) (page 3)
o computer encryption (page 8)

Choose ONE question to answer. Note that parts (b), (c), and (d) of each question include options for
you to choose from.

Read all parts of your chosen question before you begin. Do not repeat your response in different
parts of the question.

You are not permitted to access any resources (either in hard copy or online) other than those
supplied in the assessment itself.
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EITHER: QUESTION ONE: Artificial intelligence (Al)

MOST COMMON TYPES OF IN-VEHICLE SENSORS

Source: https://www.apriorit.com/dev-blog/728-ai-applications-automotive-industry

(@) (i) How does Al use the inputs from various sensors in a car?
Give TWO ways in which the use of Al improves car safety.
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(i)  What are some of the key problems or issues in Al car safety systems?
In your response, ensure that you demonstrate clear links to computer science concepts.
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Source (left image): https://www.geeksforgeeks.org/natural-language-processing-overview/
Source (right image): https://www.sciencelearn.org.nz/images/5156-neural-network-diagram

(b) Provide details of how ONE of the following is used or implemented, or occurs.

¢ Natural language processing
e Neural networks.

Enter your selection in the box below:

Response:
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(c) Choose ONE of the following to answer:

e Explain how Al is needed in healthcare to deliver patient care.
OR

e Explain what opportunity machine learning has provided in healthcare.

Enter your selection in the box below:

Response:
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(d) Choose ONE of the following to answer:

e Explain, giving examples, what can be done to future-proof the use of Al-generated
content in social media.

OR

¢ Explain, giving examples, known ethical issues that have occurred from the use of
Al-generated content in social media.

Enter your selection in the box below:

Response:
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OR: QUESTION TWO: Computer encryption

Source (left image): https://www.buiclub.com/info-3543.html
Source (right image): https://cdn.automationdirect.com/static/manuals/d4user/appxh.pdf

Early garage door openers often had 12 dip (0 or 1) switches as a method of security.

(@) (i) How was security achieved, and how effective was it?
Modern garage door openers use encryption. How is this implemented? Give TWO ways in
which they improve security.
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Identify and explain some of the main problems or issues with remote garage door
opener security.

Your answer can include key problems and issues that are current, and /or those that
have been resolved.

In your response, ensure that you demonstrate clear links to computer science concepts.
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Source (left image): https://www.encryptionconsulting.com/education-center/what-is-sha
Source (right image): https://simplilearn.com/tutorials/cryptography-tutorial/deffie-hellman-key-exchange

(b) (i) Explain how ONE of the following is used or implemented, or occurs.

e SHA-256 (Secure Hash Algorithm)
o The key exchange problem.

Enter your selection in the box below:

Response:
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(i) Choose ONE of the following to answer:

¢ Explain how encryption has been used in healthcare to address a need.
OR

¢ What opportunity has encryption provided in healthcare?

Enter your selection in the box below:

Response:
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(c) Choose ONE of the following to answer:

e Explain, giving examples, what can be done to future-proof AES (Advanced Encryption
Standard).

OR

e Explain, giving examples, known ethical issues in privacy with encryption.

Enter your selection in the box below:

Response:
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