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Excellence 

Subject:  Digital Technologies 

Standard:  91908 

Total score: 07 

Q 
Grade 
score 

Marker commentary 

Network 
communication 

protocols 
E7 

The candidate employed specific examples like TCP / IP protocols ensuring 
secure data transmission and IPv4 / IPv6 in network routing, showing a deep 
understanding of how the protocols function and are implemented in real-
world scenarios. This fulfils the requirement for providing examples and 
offering a detailed explanation. 

The discussion on leveraging AI to analyse and secure networks 
demonstrated innovative thinking, connecting advanced technology with 
traditional network security methods. This approach aligns with the 
excellence criteria of exploring less obvious implications and making 
innovative connections. 

The student submission extended beyond basic description to explore how 
these protocols can adapt to upcoming challenges, such as increased data 
traffic and security threats. This foresight and predictive thinking utilise the 
higher-level cognitive skills that are required for an Excellence grade. 

The response went beyond simply explaining network communication 
protocols; it critically examined how these protocols support the 
maintenance of data confidentiality, integrity, and availability. This was 
achieved through detailed discussion of various protocols and mechanisms, 
such as AI and machine learning in security, which aligns with the criteria 
for a critical analysis that includes making justified generalisations and 
suggesting improvements. 

The analysis was clear, logically structured, and comprehensive, thoroughly 
covering the crucial roles of network communication protocols in security 
and efficiency, which is vital for achieving Excellence. 

To gain a score of 08, the candidate could have provided richer evidence of 
understanding, and linked with other areas – for example: 

• potential benefits of AI-driven anomaly detection for network security 
• quantum computing in breaking current encryption methods 
• zero trust architecture (ZTA). 

While these are not specifically asked for in the standard, they are 
examples of where more depth, breadth, and connections are more clearly 
apparent. 

The candidate’s response showed some insightful conclusions, but these 
lacked innovative and imaginative connections and the exploration of less 
obvious implications, and therefore were not fully justified. 
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